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Main steps of working on HPC systems

Main steps and ... the ZIH wiki has the answer
| Project application = https://doc.../application/overview/
| Data management plan = https://doc.../data_lifecycle/overview/
| Access HPC system = https://doc.../access/overview/
1| HPC Environment = https://doc.../software/overview/
| Transfer data = https://doc.../data_transfer/overview/
| Start a job = https://doc.../jobs_and_resources/overview/
| Problem solutions = https://doc. . ./support/support/

ZIH HPC Documentation
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General HPC system

= High performance computing (HPC) systems are optimal research environment, for data
analytics, artificial intelligence and machine learning applications. In particular perfect
for highly scalable, data-intensive and compute-intensive applications

= capabilities for energy measurement and performance monitoring

= HPC system is based on Linux

= various distributions for all purposes (OpenSuSE, SLES, Ubuntu, Debian, Fedora,
RedHat,...) http://www._distrowatch.com
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Overview HPC system TU Dresden

= consists of five homogeneous clusters: Barnard, Alpha Centauri, Capella, Romeo, Julia
= each cluster has their own Slurm instance

= they share one file system (/home, /projects, /data/horse, /data/walrus, ...)
= possible to switch easily between components

= PIKA to monitor your slurm jobs

More details about the infrastructure later during this presentation
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Agenda

Linux command line - Introduction

Access to the HPC system at ZIH
Tools for access

Compute hardware
Hardware
HPC file systems
Software

Batch system
Overview and Introduction to SLURM

Software Development at ZIH's HPC systems
Compiling
Tools

HPC Projects

Project application
Management of HPC projects

HPC Support
Channels of communication
Support types and topics
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Nelle’s Pipeline (https://software-carpentry.org)

In tedious field work 1520 jellyfish specimen were collected. Now the workflow in the lab is
as follows:

= A scanner checks each sample for 300 different proteins
Result: a file per specimen, one line per protein.

= For each protein, some software calculates statistics.

= Scientist writes up results for a paper.

Timeline — Publish within a month?
= Protein scanner: 2 weeks hard work in the lab

= Manually (GUI) select 1520 files in a file open dialog for analysis is boring and thus
error-prone. (30s per "open” = 12h + processing time)

An adequate automation process for batch analysis would help.
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Command shell - bash

"Today, many end users rarely, if ever, use command-line interfaces and instead rely upon
graphical user interfaces and menu-driven interactions. However, many software developers,
system administrators and advanced users still rely heavily on command-line interfaces to
perform tasks more e Lciehtly...” (Wikipedia)

The shell...

= tries to locate a program from an absolute (/usr/bin/vi) or relative (./myprog, or
bin/myprog) path

= expands file names like Is error*_txt

= provides set of environment variables (printenv [NAME]) like...

PATH search path for binaries
LD_LIBRARY_PATH  search path for dynamic libraries
HOME path to user's home directory

= Program execution is controlled by command line options.

= comes with a simple language for script execution.
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Basic commands |

Work with the filesystem from the command line:

pwd print work directory
Is list directory (Is -ltrs bin)
cd change directory (cd = cd $HOME)
mkdir  create directory (mkdir -p child/grandchild)
m remove file/directory Caution: No trash bin! (rm -rf tmp/*_err)
rmdir  remove empty directory
cp copy file/directory (cp -r results [ZptojectXY/)
mv move/rename file/directory (mv results [ZptojectXY/)
chmod  change access properties (chmod a+r readme.txt)
find  find a file (find . -name "*.c")
or find . -name "core*" -exec rm {} \;
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Basic commands I

echo display text to stdout echo $PATH

cat display contents of a file cat > newfile.txt

less, more  pagewise display (less README)

grep search for words/text (grep result out.res)

file determine type of a file

ps display running processes (ps -axuf)

kill kill a process (kill -9 12813)

top display table of processes (interactive per default)
ssh secure shell to a remote machine

(ssh -X marie@login2.barnard.hpc.tu-dresden.de)
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cat display contents of a file cat > newfile.txt

less, more  pagewise display (less README)

grep search for words/text (grep result out.res)

file determine type of a file
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ssh secure shell to a remote machine

(ssh -X marie@login2.barnard.hpc.tu-dresden.de)

Editors:

= vi/vim - a cryptic, non-intuitive, powerful, universal editor. The web has several “cheat
sheets” of vi/vim.

= emacs - a cryptic, non-intuitive, powerful, universal editor. But it comes with an X11 GUI.

= [g,m,n,x]Jedit - inituitve editors with an X11 GUI.
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Help at the command line

Every Linux command comes with detailed manual pages. The commandnan <program>is
the rst aid kit for Linux questions.
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Linux le systems

mounted remote le systems can be accessed like local resources.
names arecase sensitive don't use spaces!
system programs in/bin , /usr/bin

third party applications, libraries and tools, special software trees e.g

{ normally in /opt
{ ZIH's HPC systems in /software

every user has her own home directory

{ /homel<login>
{ e.g. /home/h9/marie

Special directories:

- = home directory (cd  or cd $HOME
. = current directory

.. = parent directory
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Nelle's Pipeline 1I

Hypothetical look at the protein scans...

> s
scan_results
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Nelle's Pipeline 1I

Hypothetical look at the protein scans...

> s
scan_results

> mkdir Jellyfish2020
> mv scan_results Jellyfish2020
> cd Jellyfish2020

/Jellyfish2020 > Is scan_results
spec_0001.out spec_0002.out spec_0003.out spec_0004.out
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Nelle's Pipeline 1I

Hypothetical look at the protein scans...
> s
scan_results

> mkdir Jellyfish2020
> mv scan_results Jellyfish2020
> cd Jellyfish2020

/Jellyfish2020 > Is scan_results
spec_0001.out spec_0002.out spec_0003.out spec_0004.out

/Jellyfish2020 > for f in scan_results/* ; do \
calc_statistics $f ; done

Remark: Large computations not on the login nodes.
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File properties

Every le or directory has its access properties:

" 3 levels of accessuser, group, other
3 properties per level:read, write, execute (for directories: execute = enter)
list directory Is -l .

Default: User has all access rights in hesHOM#irectory.
Which access rights shall be added/removed (easy way)

set a le readable for all: chmod a+r readme.txt
remove all rights for the group: chmod g-rwx readme.txt
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Redirection of 1/0

Linux is a text-oriented operating system. Input and output is 'streamable’
" standard streams are: stdin, stdout, stderr

streams can be redirected from/to les
€.9. myprog <in.txt >out.txt

error messages (warnings) are separated from normal program output
€.g. myprog 2>error.txt >out.txt

merge error messages and outputmyprog 2>&1 out_err.txt

Attention:
The '>' operator will always empty an existing output le. For appending a stream output
to a le use the '>>' operator. e.g. myprog >>all_outs.txt
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Command pipelines

Inputs and outputs can also be other programs.

Is -la | sort | more
echo 'Have fun!' | sed -s 's/fun/a break/g'

Versatility of Linux (and Linux like operating systems) comes from

~ command line controlled program execution

combining multiple programs in a pipelined execution

~ mightful scripting, parsing, and little helper tools (shell, awk, sed, perl, grep, sort)

Introduction to HPC at ZIH
U. Markwardt, N. Breidenbach, N. L ewer, Y. Ge Folie 15 von 138
Dresden, November 2025



Hands-on training

Recommended online material:http://swcarpentry.github.io/shell-novice

Introducing the Shell What is a command shell and why would | use one?
Navigating Files and Direc- | How can | move around on my computer?
tories How can | see what les and directories | have?
How can | specify the location of a le or directory on my com-
puter?
Working With Files and Di- How can | create, copy, and delete les and directories?
rectories How can | edit les?
Pipes and Filters How can | combine existing commands to do new things?
Loops How can | perform the same actions on many di erent les?
Shell Scripts How can | save and re-use commands?
Finding Things How can | nd les?
How can | nd things in les?
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Agenda

Linux command line - Introduction

Access to the HPC system at ZIH
Tools for access

Compute hardware

Batch system

Software Development at ZIH's HPC systems
HPC Projects

HPC Support
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Tools for access

Detailed information in the ZIH wiki (see https://doc.../access/ssh _login )

Linux:

command line
GUI JupyterHub

Windows:

command line login: PuTTY, Secure Shell (SSH)
le transfer: WinSCP, Secure Shell

GUI transfer (XMing, XMing-Mesa, X-Win32)
integrated solution: MobaXterm

GUI JupyterHub

#login via terminal (Linux) or 'Windows PowerShell' (Windows)
to e.g. cluster Barnard

marie@local $ ssh marie@login2.barnard.hpc.tu-dresden.de

#login with X11 fowarding to e.g. cluster Romeo

marie@local $ ssh -X marie@loginl.romeo.hpc.tu-dresden.de
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MobaXterm Installation

see our Compendium for step by step instructionshttps://doc.../access/ssh _mobaxterm

or download PDF at https://doc.../access/misc/basic _usage_of _MobaXterm.pdf
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MobaXterm

console to HPC systems (including X11 forwarding)
transfer les to and from the HPC systems
browse through the HPC le systems
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Access to HPC via JupyterHub

Use a GUI from your Web browser!  JupyterHub.
https://jupyterhub.hpc.tu-dresden.de/

Detailed documentation can be found at https://doc.../access/jupyterhub
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Advanced options JupyterHub

Detailed documentation can be found at https://doc.../access/jupyterhub
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VPN for external users

The only SSH access to ZIH's HPC systems is
from within the TU Dresden campus
via secure shell (ssh).

From other IP ranges: Virtual Private Network

Since May 2025, the general VPN access is only be possible via the eduVPN software:

installation at your local machine required: https:/tu-dresden.de/.../vpn

" Start eduVPN tool
{ Select Institute: Technische Universitat Dresden
{ authentication via web browser (session expires automatically after 15h)
{ select (any) VPN pro le
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Virtual machines

VM's are not required to access the HPC system but may be helpful for Windows users for
preprocessing , e.g. building a singularity container.

TU Dresden provides virtual machines with Linux and Windows OS
" Research Cloud
for testing purposes ready to use in approximately 15 minutes

Enterprise Cloud
with individual con guration (more resources), may take several days to activate

https://tu-dresden.de/zih/dienste/service-katalog/
zusammenarbeiten-und-forschen/server_hosting
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Using a virtual machine |

create a virtual machine in your Self Service Portal

start the VM
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Using a virtual machine |1

connect via ssh

# Open a terminal or 'Windows PowerShell'. add the IP address
of the VM

marie@local $ ssh service@IP

# Enter password of the virtual machine

service@VM-namé

# start your work. e.g. login to Barnard cluster
service@VM-nam& ssh marie@login2.barnard.hpc.tu-dresden.de
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Use what you have learned so far

" login to the Romeo cluster using command line, Windows PowerShell or Mobaxterm. If
you want to use the command line but have a Windows OS, you may use the command
line in a virtual machine.

list the content of your /home directory
create a le named test-script.sh and write 'hello’ inside
" open the le with an editor and change the text, save and close the le.

# login to Romeo

marie@local $ ssh marie@login2.romeo.hpc.tu-dresden.de
# list the files in your home directory

marie@rome& Is

# create the file test-script.sh with hello

marie@rome® echo hello >> test-script.sh
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Linux command line - Introduction
Access to the HPC system at ZIH

Compute hardware
Hardware

Batch system
Software Development at ZIH's HPC systems
HPC Projects

HPC Support
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Nationales Hochleistungsrechnen - NHR

What is National HPC?

~ political action to support research at universities with
strong HPC infrastructure

"~ structural federal and state funding for infrastructure,
hardware, sta ng

" better networking between the 9 NHR centers

" collaboration on technical and organisational aspects (e.g.
JARDS)

NHR@TUD
Main focus: life sciences and earth system science

Methodological focus:

{ Methods for Big Data, data analysis and data management
{ Machine Learning

{ Tiered storage architectures and 1/O optimization

{ Performance and energy e ciency analysis and optimization.
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HPC Infrastructure for Data Analytics

National competence center for data analytics
ScaDS.Al Dresden/Leipzig: Center for Scalable Data Analytics and Arti cial Intelligence
https://scads.ai

hardware extensions

{ GPU clusters (Alpha, part of Capella)

{ compute cluster (Romeo)

{ large SMP system (Julia)

{ NVMe nodes (fast storage over In niband),

new methods to access systems complementary to \classical* HPC mode
large team for Al related research and support

Introduction to HPC at ZIH
U. Markwardt, N. Breidenbach, N. L ewer, Y. Ge Folie 30 von 138
Dresden, November 2025



Infrastructure Overview

shared parallel le systems with high bandwidth
separate Slurm batch systems
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